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1. Introduction 

Human Appeal is an incorporated UK charity working across the globe to strengthen humanity’s fight 

against poverty, social injustice and natural disaster, through the provision of immediate relief and 

establishment of self-sustaining development programmes. Our vision is to contribute to a just, 

caring and sustainable world free of poverty. Human Appeal does this by raising money to fund 

immediate and long-term sustainable solutions, and empower local communities. 

 
2. Policy Statement 

Social media is a part of many of our working lives. It can help us do our jobs better, from online 

team using Facebook to share information about our campaigns, to fundraisers gaining support for 

their activities on Twitter. Human Appeal is committed to making the best use of all available 

technology and innovation to improve the way we do business. We are keen to encourage staff to 

make effective use of social media where it helps them to do their jobs.  

 

This policy covers all individuals working at all levels and grades, including senior managers, officers, 

directors, employees, consultants, contractors, trainees, homeworkers, part-time and fixed-term 

employees, casual and agency staff and volunteers (collectively referred to as staff in this policy). 

 
To make the most of the opportunities presented by social media, it is important that staff 

understand what is acceptable, which activity is public or private, and how to protect against 

unintended consequences. 

This policy is designed for all staff to offer clarification on: 

 best practice for use of social media when communicating with all stakeholders  

 what is considered appropriate/inappropriate use of social media for an employee of Human 
Appeal, including proportionate use  

 how inappropriate use of social media will be dealt with 

 personal privacy and security with social media  

 how data protection applies to social media 

 who to ask when you have a question about social media  
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Audience for this document 

This document is intended for all staff at Human Appeal, in particular those who manage or 

contribute to official Human Appeal social media channels. These include, but are not limited to, 

Facebook, Twitter, Instagram, Linkedin, Flickr and Youtube.  

 

This is intended to be a living document and may be revised regularly. 

 

3. Roles and Responsibilities 

If it is obvious you work for Human Appeal on your social media biographies, you are effectively 

representing the organisation. 

All social media communications, which might affect Human Appeal’s reputation, whether made in a 

private or professional capacity, must comply with relevant Human Appeal’s policies on staff 

conduct.   

 

All staff are responsible for:  

 Knowing the contents of this policy and its procedures 

 Ensuring that any use of social media is carried out in line with this and other relevant policies 

 Informing the Head of Online when a new Human Appeal social media account is proposed.   

 Being aware of the political and reputational risks of the misuse of social media 

 Seeking relevant authorisation for official postings prior to publication  

 Regularly monitoring, updating and managing content he/she has posted via a Human Appeal 
social media account 

 Reporting any inappropriate activity to their line manager  

 Ensuring information provided on social media biographies is up-to-date and reflects their 
current status (e.g. on secondment/maternity leave etc) 

 

Line Managers are responsible for 

Addressing concerns or questions regarding posts or comments via official and personal accounts  

Ensuring staff are aware of available training, and supported to use social media confidently and 

safely 

 

4. Behaviour  

Everything you post online could have implications for your employer. Human Appeal requires that 

all staff using social media adhere to the standard of behaviour as set out in this policy and other 

relevant policies. 

 

Digital communications by staff must be professional and respectful at all times and in accordance 

with this policy.  Section five contains guidelines for online behaviour. 
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Unacceptable conduct 

Unacceptable conduct includes (but may not be limited to) defamatory, discriminatory, offensive, 

harassing content or a breach of data protection, confidentiality, copyright and will be considered 

extremely seriously by Human Appeal. Where this is detected or suspected, it must be reported as 

soon as possible to a line manager, and escalated where appropriate.  Human Appeal will take 

appropriate action when necessary, in accordance with the Human Appeal Disciplinary Policy. 

 

Where conduct is found to be unacceptable, Human Appeal will deal with the matter internally. Any 

conduct that is considered illegal Human Appeal will report to the police and other relevant external 

agencies, and may take action according to the Disciplinary Policy. 

 

Usage and access 

Human Appeal permits reasonable and appropriate access to personal social media accounts, 

however, non-work activity should be treated like making personal telephone calls at work - keep 

checking to lunch breaks. Where we suspect inappropriate use or consider use to be interfering with 

relevant duties, we may take disciplinary action.  

 

The use of social media by staff may be monitored. 

 

5. e-Safety 

Human Appeal takes e-safety and its duty of care seriously.   

New forms on online abuse, such as stalkers, bullies and trolls are taken seriously. Where possible, 

we suggest you block these people from your accounts and do not engage with them. Inform your 

line manager if the situation escalates to a point where you are being subjected to bullying or 

harassment or it is affecting your health.  

Where staff are working with more vulnerable people, extra safeguards may be required, such as a 

moderating content prior to publication.  

Advice on how to stay safe online is included below. 

 

6. Guidelines for behaviour online 

The following general guidelines apply to staff posting content via social media. 

 

Confidentiality  

Do not share confidential or proprietary information about Human Appeal, Human Appeal’s 

employees or affiliates that would violate such a persons’ rights to privacy under Article 8.  
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Privacy  

Do not post anything to an official social media channel that should not be shared publicly. In 

particular, do not discuss a situation involving named or pictured individuals on a social media site 

without their knowledge or permission. This does not include photos from the Human Appeal’s 

archives or photos in which individuals are not clearly recognisable. Never share numbers, addresses 

or other private information of individuals without permission. Remember that whatever you share 

may be public for an indefinite period of time, even if you attempt to modify or delete it. 

 

Transparency 

Pages or accounts that Human Appeal follow should reflect the mission and values of our 

organisation. Human Appeal’s accounts should retrain from posting content, liking or following users 

or pages that reflect people’s personal interests or that may be in conflict with Human Appeal’s 

mission and values. 

 

Tone 

Use an appropriate and professional tone. Always consider how something you want to post online 

might be interpreted out of context and by different people. Social media should be treated like 

being at a physical conference or meeting – it is your public persona and you are representing 

Human Appeal both directly and indirectly. 

 

Assume everything you post online might be seen by your boss/colleagues/future 

recruiters/employers, as well as Human Appeal stakeholders. 

 

Copyright 

Ensure you have permission to ‘share’ other peoples’ materials and acknowledge the author where 

appropriate. 

Do not share images/film where you do not have permission. If you are not sure, do not share. 

 

Political impartiality 

As a charity, we are politically neutral and work constructively with elected officials from a very wide 

range of political backgrounds.  It is vital that your social media activity does nothing to compromise 

our political independence. There are a number of things you can do to demonstrate objectivity: 

 

 Avoid politically loaded language  
 



Social Media for Staff Policy and Guidelines 

 
 
 

 Think carefully about who you are linked with, and choose to endorse via social media. For 
instance, many people include disclaimers on their twitter profiles that ‘retweets do not imply 
endorsement’. However if there is a clear pattern of you retweeting politicians of a certain 
affiliation more than others, then people could infer a bias. Try to aim for a spread of politicians. 
 

 Take politicians’ statements at face value. Sarcasm, or the public questioning of their motives 
can easily spiral into messy online disagreements. Avoid at all costs. 
 

 Similarly, it is preferable that you comment on the substance of policy rather than politics. Avoid 
statements such as: ‘@libdems have promised to build 300,000 houses each year. @labour and 
@conservatives under pressure to match it.’ This also applies to retweeting news articles, which 
focus on political, as opposed to policy controversies. 
 

 If ahead of the general election, you feel very strongly that you should be able to express views 
publicly, as a voter, on the political situation then contact the Head of the External Affairs first. 
We have no interest in stifling your rights to speak, but will want to work with you first to make 
sure that your online footprint has no links to Human Appeal so that people cannot infer a 
connection between your views and that of the organisation.  

 

 

Offensive material 

Where staff are in receipt of offensive, unacceptable content via social media, this should be 

reported to a relevant line manager immediately.  

Where questionable content has been received by the institution, HR must be informed prior to any 

response being submitted.   

 

Out of hours 

Do not feel obliged to engage in work-related social media activity out of hours – arrangements for 

this should be agreed with your line manager. 

 
Personal data 

Staff must keep the sensitive personal data of donors, colleagues and stakeholders safe and secure 

at all times. Where necessary, information that is freely available or would be freely available on 

request is fine to post publicly online.  

Information that is not freely available or would not be freely available on request must not shared 

or be posted publicly online without permission.  This includes sensitive personal data. 

 

Any form of discrimination on the grounds of sexuality, religious belief, race or ethnic origin or 

religious beliefs will not be tolerated. 
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7. Major Incidents and Response 

Human Appeal is committed to ensuring robust and effective disaster recovery and business 
continuity management to restore and deliver continuity of key services in the event of a major 
incident.  
  

Major incidents, include fire; flood; structural damage; bomb threat; power failure; information 

technology failure (possibly linked to loss of power or server failure); epidemic illness with the 

potential to affect significant numbers of staff or particular key members of staff; transport 

shutdowns due to weather, strike or other more serious events; terrorist attacks or civil unrest. 

In the event of a major incident, staff must not share information about the incident publically 
without the permission of the CEO or the designated Communications representative.  
 
8. Breaches of policy 

Any breach of this policy could lead to disciplinary action.  Where a breach of this policy is reported 

to Human Appeal this matter will be dealt with seriously and in line with the Human Appeal 

[Disciplinary and Acceptable Use] policies.  Human Appeal will act immediately to prevent, as far as 

reasonably possible, any damage to an individual, their rights or the organisation’s reputation.  Any 

stakeholder or member of the public may report an incident to the charity.  This should be directed 

immediately to Head of Online or Head of External Affairs.  Where it appears that a breach has taken 

place, a designated person will review what has happened, and decide on the most appropriate and 

proportionate course of action. Where the incident is judged serious, this will be reported to the line 

manager, and/or CEO. 

 

9. Authorisation and Review 

Any questions relating to this policy should be addressed to Head of Online or Head of External 

Affairs. 

The impact of this policy will be monitored regularly to reflect the changing online environment and 

technologies. The policy may also be amended where particular concerns are raised or where an 

incident has been recorded. 

 

10. Feedback and Further Information 

Human Appeal welcomes all constructive feedback on this and any other policy.  If you would like 

further information on social media, or wish to send us your comments on our Social Media Policy, 

then please contact the Head of Online or Head of External Affairs. 
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List of persons referred to in this policy 

 

Head of External Affairs 

Charlotte Morris 

charlotte.morris@humanappeal.org.uk 

07495 194048 

 

Head of Online 

Maria Yousef 

maria.yousef@humanappeal.org.uk 

 

Head of Human Resources 

Wendy Jackson 

wendy.jackson@humanappeal.org.uk 

 

Advice on staying safe online 

 

We tend to use different social media to communicate with different people and to share different 

information with different networks. To avoid posts intended to be seen only by one group are not 

also seen others, ensure the privacy settings are configured appropriately for each social media 

account you use.  

 

Here are some tips from the BBC for staying safe online: 

 

Use separate accounts 

Consider setting up a separate, personal email account to use with social media sites, rather than 

using your work, or even your main personal email. Remember, only connect to people you know. 

 

Check your settings 

Use the privacy and security settings on social media sites so that only friends and family can see 

your pages. 

Then speak to friends and family and encourage them to tighten their privacy settings too as they 

could affect you. 

Even if your account is locked as private, personal information you have shared with others could 

still be accessed through their pages. 
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Mother's maiden name 

Do not use your mother's real maiden name as a password or as a bank security answer.  It does not 

really matter whether you use the real one so make up a name that only you know.  Just make sure 

you remember it. 

 

Guard personal information 

Do not post any personal information- your address, email address or mobile number - publicly 

online. Just one piece of personal information could be used by a complete stranger to find out even 

more. If you want to include your birthday in your profile, it is safer not to actually display it publicly 

- providing your full date of birth makes you more vulnerable to identity fraud. 

 

Photos and videos 

Be careful about which photos and videos you share on social media sites - avoid photos of your 

home, work, school or places you are associated with.  Remember, once you have put a picture of 

yourself online, other people may be able to see it and download it - it may not just be yours 

anymore. 

 

Check what is needed 

Do not give out information online simply because it is asked for - think whether whoever is asking 

for it, really needs it. When you are filling in forms online, for example to register with a website or 

sign up for a newsletter, always provide the minimum information possible. 

 

Direct message if you can 

It is usually possible to send a direct message or private message on social media platforms. If you 

are having a personal chat, this is the best option to go for - unless you do not mind sharing your 

conversation with millions of other users. Alternatively, send an email from a private account. 

 

Delete old accounts 

If you have stopped using a social media site or forum, then close your account down. There is no 

point in leaving personal information out there unnecessarily. 

 

Get anti-virus software 

Make sure you have anti-virus software installed on your computer and be careful what you 

download or install on your computer. 

 

 


